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SENATE BILL No. 60

Introduced by Senator Cedillo
(Principal coauthor: Senator Murray)
(Coauthors: Senators Alarcon, Ducheny, Escutia, Kuehl,
Romero, Soto, and Vasconcellos)

(Coauthors: Assembly MembeBerg, BermudezCalderon, Chan,
Chu, Diaz, Dutra, Firebaugh, Hancockikehoe, Koretz, Lieber,
Longville, Montanez, Mullim—anrd—NoreNunez, Oropeza, and
Salinag

January 15, 2003

An act to amend Sections 1653.5, 12800, 12801, 12864-5-12814.5,
14906;349006-1,14961and-14902anfd 13000 of, and to add Sections
12800.8, 12800.85, 12800.9, 12801.2, 12801.9, and 13003thketo,
Vehicle Code, relating to vehicles.

LEGISLATIVE COUNSELS DIGEST
SB 60, as amended, Cedillo. Vehicles: social security account
number: driver’s licenses: identification cards.
(1) Under existing law, every form prescribed by the Department of
Motor Vehicles for use by an applicant for the issuance or renewal by
the department of a driver’s license or identification card is required to
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contain a section for the applicant’s social security account number.
Existing law requires an applicant who submits one of those forms to
the department to furnish the appropriate number in the space provided.
Existing law prohibits the department from completing an application
that does not include the applicant’s social security account number.
Existing law prohibits the department from including an applicant’'s
socialsecurity account number on a drivditense, identification card,
registration, certificate of title, or any other document issued by the
department. Existing law declares that information obtained by the
department regarding an applicant’s social security account number is
not a public record and prohibits the department from disclosing that
information except in specified circumstances.

This bill would require those forms to contain a section for the
applicant’s social security account number, fed@dividual taxpayer
identification number, or other identifier or number that is deemed
appropriate by the department. The bill would allow an applicant for a
driver’'slicenseor identification cardwho-dees-netpessasyresently
not eligible fora social security account number, but who submits a
specified affidavit signed under penalty of perjury, and a federal
individual taxpayer identification number or other number or identifier
that is deemed appropriate by the department, to submit those
documents tthe department in lieu of a social security account number,
and those documents would be acceptable until the applicant obtains a
social security account number. The bill would require that applicant
upon obtaining a social security account number to provide that social
security account number to the department. Because the bill would
expand the scope of the crime of perjury, the bill would impose a
state-mandated local program.

The bill would also prohibit the department from including an
applicant’s federalindividual taxpayer identification number on a
driver’s license, identification card, registration, certificate of title, or
any other document issued by the department. The bill would declare
that information obtained by the department regarding an applicant’s
federalindividual taxpayer identification number is not a public record
and would prohibit the department from disclosing that information,
except in specified circumstances.

(2) Existing law requires the department to require every applicant
for an original driver’'s license or identification card to submit
satisfactory proof that the applicant’s presence in the United States is
authorized under federal law and prohibits the department from issuing
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a license or card to a person who does not do so. Existing law requires
the department to adopt regulations, including procedures for verifying
citizenship or legal residency of applicants for driver’s licenses and
identification cards.

This bill would repeal those requirements.

B Existingtaw—mpeses—fees—upen—the—issuanee;,—renewal,
untication I o drivere i dontificat rd. or
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The bill would, however, require the department to require an
applicant for an original driver’s license or identification card to
present an identification document acceptable to the department, for
the purpose of establishing identity prior to completing that
application. The bill would require an applicant who furnishes the
department with his or her federal individual taxpayer identification
number to present to tlikepartment a birth certificate oecord ofbirth,
determined to be acceptable by the department, issued by a foreign
jurisdiction, and, in addition, one other specified document determined
acceptable by the department. The bill would permit an applicant who
does not posses a birth certificate or record of birth to instead present
2 or more of those specified documents.

The bill would require an application for a commercial driver’s
license to include the applicants social security account number.

The bill would require all applications for an original or renewal
driver’s license to contain documentation acceptable to the department
showing the applicant is presently residing in this state.

(3) Under existing law, every application for an original or renewal
of a driver’s license or identification card isquired to contain, among
other things, a legible print of the thumb or finger of the applicant.

This bill would require the department to create a biometric
identifier, asdefined, from the scan or print of an applicatiembprint
or fingerprint and perform a process of authentication, as defined, in
order to ensure that each individual is issued only one driver’s license
or identification card. The bill would allow the department to engage
in biometric authentication only if certain conditions are met. The bill
would impose various duties on the department with regards to
adopting and implement procedures for restricting access to
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informationcollected pursuant to these provisions, maintainewprds
of requests for access, and posting notices regarding these procedures.
The bill would authorize the department to produce information
collected under these provisions pursuant to a court ordered subpoena
or summons. The bill would authorize the department to transmit the
information collected under these provisions to 3rd parties with whom
the department has a bona fide business relationship in order to carry
out the purposes of these provisions if certain specified conditions are
met. The bill would impose various duties on the 3rd party to adopt
procedures restricting access to biometric identifiers. Because a
violation ofthis provision would constitute an infraction under existing
provisions of law, this bill would impose a state-mandated local
program by expanding the definition of a crime. bhlewould require
the department to impose procedures restricting access to these
identifiers and to impose various civil penalties on any person who
negligently or willfully violates these provisions, and would authorize
any person aggrieved by a violation of these provisions to seek civil
remedies. The bill would require the Bureau of State Audits to monitor
the use of biometric data to ensure compliance with these provisions and
to submit, on April 1, 2006, and each April 1 thereafter, an evaluation
and recommendations to the Judiciary Committees of the Legislature.

(4) The California Constitution requires the state to reimburse local
agencies and school districts for certain costs mandated by the state.
Statutory provisions establish procedures for making that
reimbursement.

This bill would provide that neeimbursement is required by this act
for a specified reason.

Vote: majority. Appropriation: no. Fiscal committee: vyes.
State-mandated local program: yes.

The people of the State of California do enact as follows:

SECTION 1. Section 1653.5 of the Vehicle Code is amended
to read:

1653.5. (a) Every form prescribed by the department for use
by an applicant for the issuance or renewal by the department of
a driver’s license or identification card pursuant to Division 6
(commencing with Section 12500) shall contain a section for the
applicant’s social security account number, fedandividual
taxpayer identification number, or other number or identifier
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deemed appropriate by the department under paragraph (2) of
subdivision (a) of Section 12801.

(b) Every form prescribed by the department for use by an
applicant for the issuance, renewal, or transfer of the registration
or certificate of title to a vehicle shall contain a section for the
applicant’s driver’s license or identification card number.

(c) A person who submits to the department a form that,
pursuant to subdivision (a), contains a section for the applicant’s
social security account number, federatividual taxpayer
identification number, or other number or identifier deemed
appropriate by the department under paragraph (2) of subdivision
(a) of Section 12801, or pursuant to subdivision (b), the applicant’s
driver’s license or identification card number, if any, shall furnish
the appropriate number or identifier in the space provided.

(d) (1) The department shall not complete an application for
the issuance or renewal by the department of a driver’s license or
identification card pursuant to Division 6 (commencing with
Section 12500) that does not include one of the following:

(A) The applicant’s social security account number.

(B) Subject to paragraph (2) of subdivision (a) of Section
12801, a federahdividual taxpayer identification number.

(C) Subject to paragraph (2) of subdivision (a) of Section
12801, a number or identifier that is determined to be appropriate
by the department.

(2) The department shall not complete an application for the
issuances—renewaby transfer of the registration or certificate of
title to a vehicle that does not include one of the following:

(A) The applicant’s driver’s license number.

(B) The applicant’s identification card number.

(e) An applicant’s social security account number or federal
individual taxpayer identification number shall not be included by
the department on a driver's license, identification card,
registration, certificate of title, or any other document issued by
the department.

(N Notwithstanding any other provision of law, information
regarding an applicant’s social security account number or
federal federal individuataxpayer identification numbeor any
other information collected under Section 1280tained by the
departmenpursuant to this section, is not a public record and may
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not be disclosed by the department except for any of the following
purposes:

(1) Responding to a request for information from an agency
operating pursuant to, and carrying out the provisions of, Part A
(Aid to Families with Dependent Children), or Part D (Child
Support and Establishment of Paternity), of Subchapter IV of
Chapter 7 of Title 42 of the United States Code.

(2) Implementation of Section 12419.10 of the Government
Code.

(3) Responding tonformation requests from the Franchise Tax
Board for the purpose of tax administration.

SEC. 2. Section 12800 of the Vehicle Code is amended to
read:

12800. Every application for an original or a renewal of a
driver’s license shall contain all of the following information:

(a) The applicant’s true full name, age, sex, mailing address,
residence address;—asdcial security account number, federal
individual taxpayer identification number, or other number or
identifier number deemed appropriate by the department under
paragraph (2) of subdivision (a) of Section 12801.

(b) A brief description of the applicant for the purpose of
identification.

i nt.

(c) A legible print or prints of the thumb, finger, or any
combinatiorthereof requested by the department, of the applicant.

(d) The type of motor vehicle or combination of vehicles the
applicant desires to operate.

(e) Whether the applicant has ever previously been licensed as
a driver and, if so, when and in what state or country and whether
or not the license has been suspended or revoked and, if so, the date
of and reason for the suspension or revocation.

() Whether the applicant has ever previously been refused a
driver’s license in this state and, if so, the date of and the reason
for the refusal.

(g) Whether the applicant, within the last three years, has
experienced, on one or more occasions, either a lapse of
consciousness or an episode of marked confusion caused by a
condition that may bring about recurrent lapses, or whether the
applicanthas adisease, disorder, or disability that affects his or her
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ability to exercise reasonable and ordinary control in operating a
motor vehicle upon a highway.

(h) Whether the applicant understands trafigns and signals.

(i) Whether the applicant has ever previously been issued an
identification card by the department.

() Documentation acceptable to the department showing that
the applicant is presently residing in this state. The department
shall develop regulations specifying those documents that are
acceptable for this purpose.

(k) Any other information necessary to enable the department
to determine whether the applicant is entitled to a license under this
code.

SEC. 3. Section 12800.8 is added to the Vehicle Codeao:r

12800.8. The department shall create a biometric identifier
derived from the print of the thumb or finger of the applicant,
collected pursuant to subdivision (c¢) of Section 12800, and
authenticate it to ensure that each individual is issued only one
driver’s license or identification card.

SEC. 4. Section 12800.85 is added to the Vehicle Code, to
read:

12800.85. As used in this article the following terms have the
following meanings:

(a) “Biometric identifier” means a unique digital codecated
from a scan or print of a thumb or finger and processed by a
cryptographically secure one-way function conforming to the
National Institute for Standards and Technology (NIST) Secure
HashStandard (Federal Information Processing Standard 180-1),
specifically SHA-256, to provide 128-bit security.

(b) “Authentication” means the automated comparison of one
biometric identifier to all or any other biometric identifiers held
by the department.

SEC. 5. Section 12800.9 is added to the Vehicle Codead:r

12800.9. (a) The biometric identifier derived from the
fingerprint or thumbprint collected pursuant to subdivision (c) of
Section 12800 and subdivision (c) of Section 13000 and the
biometric authentication performed pursuant to Sections 12800.8
and 13003.5 shall be kept confidential, and shall solely be used to
ensure that each individual is issued only one driver’s license or
identification card. The fingerprints or thumbprints collected
pursuant to subdivision (c) of Section 12800 and subdivision (c)
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of Section 13000 shall be used only in the manner that they were
being used on August 1, 2003, or to effectuate Sections 12800.8
and 13003.5.

(b) The department shall engage in biometric authentication
only if all of the following conditions are met:

(1) The scan of the thumb or finger collected pursuant to
subdivision (c) of Section 12800 and subdivision (c) of Section
13000 shall be converted to a biometric identifier as soon as
possibleafter collection. The department shall use technology that
ensures that the biometric identifier cannot be comparecttpg
or reproduction of biometric information not obtained directly
from the individual by the department.

(2) Notwithstandingny other provision of law, the department
shall protect all biometric identifiers against unauthorized access
and use and shall store the biometric identifier only in an
encrypteddatabase, and that encryption shall conform to the NIST
Advanced Encryption Standard (Federal Information Processing
Standard 197) with 256-bit keys, to provide 128-bit security. Any
database containing a biometric identifier, scan, or other data
derived from a thumb or fingerprint, shall not contain other
identifying information concerning the individual. The
department shall use this database only to determine whether,
when an individual seeks a driver’s license or identification card,
that individual’s biometric identifier is already in the database.

(3) Notwithstanding any other provision of law, except as
otherwise provided in subdivisions (c) and (d), the department
shall not sell, transmit, exchange, match, or otherwise provide to
third parties including, but not limited to, federal, state, or local
governmental agencies any biometric identifiers, or data
containing the biometric identifiers, in the departments
possession.

(4) The department shall adopt and implement additional
procedures restricting access to biometric identifiers, and these
procedures shall be designed to secure that data from tampering
and unauthorized access. These procedures shall include
administrative, technical, and physical safeguards to protect
against any reasonably anticipated threats or hazards to the
privacy of the information, and unauthorized uses or disclosures
of the information. These procedures shall include a substantial
civil penalty for each instance any person is found to have willfully
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—9— SB 60

or negligently violated this section. The department shall reassess
on an annual basis the reasonableness of its protections as well as
the protections employed by third parties with whom the
department contracts in light of technological developments and
make reasonable improvements or contractual changes.

(5) The department shall adopt and use a technology system
that ensures that the biometric identifiers created by the
department under this section can be authenticated only with the
biometric identifiers stored by the department.

(6) At each location where thumbprints or fingerprints are
gathered, the department shall prominently post notices
explainingthat the prints are gathered to create a database for the
department to ensure that each individual is issued only one
driver’s license or identification card and third parties including
federal, state, and local government agencies may have access to
the data only pursuant to a court order or other law. The notices
shall also state that biometric identifiers cannot be sold,
transmitted, exchanged, matched, or otherwise provided to third
parties by the department, except pursuant to a court order or
other law.

(7) The department shall establish a process whereby an
individual may notify the department of suspected errors in his or
her record, including any biometric identifiers attributed to that
person. The department shall investigate and correct any errors
discovered. This process shall include a procedure for appeals
from department determinations.

(c) Nothing insubdivision (b) shall prohibit the authority of the
department to authenticate an individual biometric identifier in a
civil case pursuant to a court ordered subpoena or summons or
upon the request of a law enforcement official pursuant to a
warrant issued by a court in relation to an ongoing criminal
investigation. The biometric identifier shall not be used for a
purpose other than that specified in the court order or subpoena.
In any case, the biometric identifier shall not be transferred,
electronically or otherwise, by the department, but may be
authenticated by the department. A civil subpoena or summons is
subject to an order protecting the confidentiality of the biometric
identifier.

(d) Any third party including, but not limited to, a federal, state,
or local governmental agency that obtains a biometric identifier
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or biometric data shall not use those biometric identifiers or data
or any information derived from them for any purpose other than
for which it was originally sought. Third parties, including, but not
limited to, federal, state, or local governmental agencies shall
destroy the biometric identifier and data after completion of the
purpose for which it was obtained, and the department shall
establish a procedure to ensure compliance with these
requirements.

(e) Nothing in this section shall be construed to prevent
biometricidentifiers from being transmitted electronicallyabgh
or to third parties with whom the department has a bona fide
contractual business relationship solely to ensure that each
applicant isissued only one driver’s license or identification card,
provided that all of the following conditions are met:

(1) The transmission is for no other purpose.

(2) The third party adopts procedures restricting access to
biometric identifiers, and these procedures are designed to secure
that data from tampering and unauthorized access. These
procedures shall include administrative, technical, and physical
safeguards to protect against any reasonably anticipated threats
or hazards to the privacy of the information, and unauthorized uses
or disclosures of the information. Biometric data shall be
protected from unauthorized use in accordance with the same
standards that apply to the department under this article.

(3) Thethird party does not transmit the biometric identifier to
any other person or agency, except to the extent required to
complete the biometric authentication.

() Any civil penalty established under this section may be
assessed and recovered in a civil action in the name of the people
of the State of California by the Attorney General, city attorneys
and district attorneys, or any person aggrieved by the conduct. If
the Attorney General brings this action, one-half of the penalty
collected shall be paid to the treasurer of the county in which the
judgment was entered.

(g) In addition to civil penalties and any other ciaghnedy that
may be provided by law, any person aggrieved by a violation of this
section may seek and obtain injunctive relief and recover damages,
and the court shall award reasonable attorney’s fees and court
costs to a prevailing plaintiff.
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(h) The department shall maintain a recorceath request for
access to biometric identifiers including the name of the
individual, the agency or entity seeking access, the reason for
whichthe access was sought, an explanation of whetheetuest
was granted and what, if any, data was provided. The department
shall report this information on an annual basis to the Bureau of
State Audits. The Bureau of State Audits shall monitor the use of
biometric data to ensure compliance with this section and the
effectiveness dhis section in mtecting consumers, and submit on
April 1, 2006, and each April 1, thereafter, a report, based on an
audit of the privacy and security of biometric identifiers and
databases, containing an evaluation and recommendations to the
Judiciary Committees of the Legislature.

SEC. 6. Section 12801 of the Vehicle Code is amended to
read:

12801. (a) (1) The department shall require an application
for the issuance or renewal of a driver’s liceas@entification
card by the department to contain one of the following:

(A) The applicant’s social security account number.

(B) Subject to paragraph (2), a fedenatlividual taxpayer
identification number.

(C) Subject to paragraph (2), a number or identifier that is
determined to be appropriate by the department.

(2) tA)-If an applicant signs an affidavit under penalty of
perjury attesting that he or she-dees-retpodsguesently not
eligible fora social security account number and submits a federal
individual taxpayer identification number, or other number or
identifier that is deemed appropriate by the department, the
submission of those documents shall be acceptable to the
department in lieu of a social security account number until the
applicant obtains a social security account number. Upon
obtaining a social security account number, the applicant shall
provide the department that number under paragraph (1).

By Fhedepartmentshall-ebtainthe—censent-ot-an—applicant
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(3) The department shall not complete an application for the
issuance or renewal by the department of a driver’s license
identification cardthat does not include one of the following:

(A) The applicant’s social security account number.

(B) Subject to paragraph (2), a fedenatlividual taxpayer
identification number.

(C) Subject to paragraph (2), a number or identifier that is
determined to be appropriate by the department.

(b) Notwithstanding any other law, the social security number
or federalindividual taxpayer identification number collected on
a driver’s licenseor identification cardapplication shall not be
displayed on the driver’s licens® identification card including,
but not limited to, inclusion on a magnetic tape or strip used to
store data on the license.

SEC4—

SEC. 7. Section 12801.2 is added to the Vehicle Codead:r

12801.2. (a) The department shall require every applicant
for an original driver’s license or identification card to present an
identification document acceptablettee department, for purpose
of establishing identity prior to completing an application.

(b) Any applicant who furnishes the department Wwishor her
federal individual taxpayer identification number pursuant to
Section 1653.5, shall present to the department a birth certificate
or record of birth, determined to be acceptable by the department,
issued by a foreign jurisdiction, and, in addition, one of the
following documents, determined acceptable by the department:

(1) Matricula consular issued by the government of the United
States of Mexico.

(2) A passport issued by a foreign jurisdiction.

(3) A military identification care bearing the applicants
photograph, from the county of origin.

(4) A driver’s license, bearing the applicant’s photograph,
issued by a foreign jurisdiction.

(5) A driver’s license, bearing the applicant’s photograph,
issued by another state, possession or territory of the United
States.
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(c) The department may, through regulations, accept
documents in addition to those specified in subdivision (b),
provided that those additional documents accurately confirm the
identify of the applicant.

(d) An applicant who does not possess a birth certificate or
birth record from his or her country of origin may present two or
more of the documents specified in subdivision (b) or referenced
in subdivision (c).

(e) An applicant who presents to the department a birth
certificate or record obirth issued by his or her country of origin,
but who does not possess any of the other documents specified in
subdivision (b), may present, in addition to the birth certificate, a
letter from the Consulate General of the applicant's home country
that confirms the authenticity of the birth record.

SEC. 8. Section 12801.5 of the Vehicle Code is amended to
read:

12801.5. (a) Notwithstanding Section 40300 or any other
provision of law, a peace officershailaynot detain or arrest a
person solely on the belief that the person is an unlicensed driver,
unless the officer has reasonable cause to believe the person
driving is under the age of 16 years.

(b) The inability to obtain a driver’s license does not abrogate
or diminish in any respect the legal requirement of every driver in
this state to obey the motor vehicle laws of this state, including
laws with respect to licensing, motor vehicle registration, and
financial responsibility.

SEC-5—Seetion 1281456t the-Vehiele Coededisamended to
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SEC. 9. Section 12801.9 is added to the Vehicle Codead:r

12801.9. Notwithstanding any other provision of law, a
commerciadriver’s license applicant shall include the applicant’s
social security account number in the application.

SEC. 10. Section 13000 of the Vehicle Code is amended to
read:
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13000. (a) The department may issue an identification card
to any person attesting to the true full name, correct age, and other
identifying data as certified by the applicant for such identification
card.

(b) Any person 62 years of age or older may apply for, and the
department upon receipt of a proper application therefor shall
issue, amdentification card bearing the notation “Senior Citizen”.

(c) Every application for an identification card shall be signed
and verified by the applicant before a person authorized to
administeroaths and shall be supported by bona fide documentary
evidence of the age and identity of the applicant as the department
may require, and shall include a legible panprints of the thumb
er finger, or any combination thereof, as requested by the
departmentpf the applicant.

(d) Any person 62 years of age or older, and any other qualified
person, may apply for, or possess, an identification card under the
provisions of either subdivision (a) or (b), but not under both of
those provisions.

SEC. 11. Section 13003.5 is added to the Vehicle Code, to
read:

13003.5. (a) The department shall create a biometric
identifier derived from the applicant’s thumbprints or fingerprints
or scans, collected pursuant to subdivision (c) of Section 13000,
andauthenticate it to ensure that each individual is issued only one
identification card.

(b) The department shall comply with Section 12008.9 in the
issuancend reissuance of identification cards and in the use and
storage of biometric identifiers.

SEC. 12. No reimbursement is required by this act pursuant
to Section 6 of Article Xlll B of the California Constitution
because the only costs that may be incurred by a local agency or
schooldistrict will be incurred because this act creates a new crime
or infraction, eliminates a crime or infraction, or changes the
penalty for a crime or infraction, within the meaning of Section
17556 of the Government Code, or changes the definition of a
crime within the meaning of Section 6 of Article XllI B of the
California Constitution.
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